


The basics
Classic McEliece is a code-based KEM.  It is based on the 
assumed hardness of decoding a certain family of linear codes.

CM makes strong security claims, although its public keys are 
huge.



Some options for us
1. Standardize Classic McEliece.

2. Standardize BIKE, HQC, or SIKE instead.

3. Standardize only the KEMs that are lattice-based.





Goppa codes
Let 𝐅! be a finite field (𝑞 = a power of 2), and choose distinct 𝛼"𝜖𝐅!.

The code generated by the
rows of this matrix has
Hamming distance ≥ 𝑛 − 𝑙.

Let 𝑔 be a random irreducible polynomial, and let 𝐻 be the same 
matrix with 𝛼"

# replaced by 𝛼"
#/𝑔(𝛼").

This is an efficiently decodable code.



Goppa codes
Rewrite H as a binary matrix, and then row-reduce it. 
If we’re lucky, we get a matrix in systematic form.

The structure of the code is now hidden.



Goppa codes

Let 𝑒 be random weight-𝑡 vector (𝑡 small) and let 𝑐 = 𝐿𝑒.  

Assumption: Given 𝐿 and 𝑐, it is hard to recover 𝑒.



Classic McEliece
1. Alice broadcasts the (systematic form) matrix 𝐿.
2. Bob generates random 𝑒, computes 𝑐 = 𝐿𝑒, and obtains the key 

𝐾 by hashing 𝑒.
3. Bob broadcasts 𝑐 (+ additional hash info).  Alice determines 𝐾.

Adversary

𝐻, 𝐿 𝐿



Classic McEliece
Security argument:
1. Assume that the Goppa code 𝐿 is hard to 

decode.  (The syndrome map is OW-CPA.)
2. Prove that the scheme is IND-CCA2 secure.

Adversary

𝐻, 𝐿 𝐿



Classic McEliece
Security argument:
1. Assume that the Goppa code 𝐿 is hard to 

decode.  (The syndrome map is OW-CPA.)
2. Prove that the scheme is IND-CCA2 secure.

A well-studied, though not terribly natural (?) assumption.

The authors point to the 40+ year history of work on this protocol.



Classic McEliece
Security argument:
1. Assume that the Goppa code 𝐿 is hard to 

decode.  (The syndrome map is OW-CPA.)
2. Prove that the scheme is IND-CCA2 secure.

The following paper finishes off the proof: N. Bindel et al., “Tight 
proofs of CCA security in the quantum random oracle model.” (2019)

The authors imply that step 2 is made easier by the fact that their 
OW-CPA scheme is deterministic and has no decryption failures.



Classic McEliece
Security argument:
1. Assume that the Goppa code 𝐿 is hard to 

decode.  (The syndrome map is OW-CPA.)
2. Prove that the scheme is IND-CCA2 secure.

The authors have now introduced “f variant” protocols, which allow 
more general semi-systematic Goppa matrices.

(Small change in performance, no real effect on security.)
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• Assume 𝑠 is replaced by a 
constant 𝑒! at step 4

• Consider a ciphertext 
consisting of a mauled 𝐶!
and 𝐶" = 𝐻(2, 𝑒!)

• Seems like if 𝐶! is 𝑡 bits 
from a codeword, step 6 will 
fail resulting in an 
unpredictable 𝐾

• But if 𝐶! is not 𝑡 bits from a 
codeword, step 4 will fail 
and step 6 will succeed, 
resulting in 𝐾 = 𝐻(0, 𝑒!, 𝐶)






