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The basics

Classic McEliece is a code-based KEM. It is based on the
assumed hardness of decoding a certain family of linear codes.

CM makes strong security claims, although its public keys are

huge.




Some options for us

1. Standardize Classic McEliece.

2. Standardize BIKE, HQC, or SIKE instead.

3. Standardize only the KEMs that are lattice-based.




Re-introduction to
Classic McEliece



Goppa codes

Let F, be a finite field (q = a power of 2), and choose distinct a;€F,.

The code generated by the
rows of this matrix has —
Hamming distance = n — [.

Let g be arandom irreducible polynomial, and let H be the same

matrix with ai] replaced by aij/g(ai).
This is an efficiently decodable code.




Goppa codes

Rewrite H as a binary matrix, and then row-reduce it.
If we're lucky, we get a matrix in systematic form.

1 0 0 --- 0
o1 0 --- 0
o 0 1 --- 0

00 0 - 1

The structure of the code is now hidden.




Goppa codes

o0 o0 --- 1

Let e be random weight-t vector (t small) and let ¢ = Le.

Assumption: Given L and ¢, it is hard to recover e.




Classic McEliece

. Alice broadcasts the (systematic form) matrix L.

. Bob generates random e, computes ¢ = Le, and obtains the key
K by hashinge.

. Bob broadcasts c (+ additional hash info). Alice determines K.

-
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Classic McEliece

Security argument:
1. Assume that the Goppa code L is hard to

decode. (The syndrome map is OW-CPA.)
2. Prove that the scheme is IND-CCA2 secure.

-
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Classic McEliece

Security arqument:

1. Assume that the Goppa code L is hard to
decode. (The syndrome map is OW-CPA.)

rove that the scheme is IND- A2 secure.

A well-studied, though not terribly natural (?) assumption.

The authors point to the 40+ year history of work on this protocol.




Classic McEliece

Security argument:
1. Assume that the Goppa code L is hard to

decode. (The syndrome map is OW-CPA.)
2. Prove that the scheme is IND-CCA2 secure. 4/

The following paper finishes off the proof: N. Bindel et al., "Tight
proofs of CCA security in the guantum random oracle model.” (2019)

The authors imply that step 2 is made easier by the fact that their
OW-CPA scheme is deterministic and has no decryption failures.




Classic McEliece

Security argument:
1. Assume that the Goppa code L is hard to

decode. (The syndrome map is OW-CPA.)
2. Prove that the scheme is IND-CCA2 secure.

The authors have now introduced "f variant” protocols, which allow
more general semi-systematic Goppa matrices.

(Small change in performance, no real effect on security.)




Known cryptanalysis

* Key recovery

* Try tofind a;, g (best info on these attacks actually comes from the BIGQUAKE
submission)
* Brute force guess g and solve linearly for a; or vice versa
* Solve a bilinear system for both (see e.g. https://hal.inria.fr/hal-00964265/document)

* These attacks do not appear competitive with message recovery attacks for CM

 Public key is generated from a 256-bit seed, so attacker can brute force search for
the seed. (May be best attack at category 5, esp. in multi-keypair setting.)

* Message recovery (Information Set Decoding (ISD))
* Guess a random subset of the error bits (almost all 0s)
* Linearly solve for the rest of the error bits and check the total weight

* Use meet in the middle techniques to try a lot of guesses at once
* Many variants: Stern, Dumer, MMT, BJMM , MO, May Both ...



Issues with Concrete Security ISD

Concrete security estimates for MMT, BJMM etc.
* Getting Accurate Numbers
* How much does memory count?

Multi-ciphertext security
* Not part of standard IND-CCA definition

* DOOM
* Also applies to BIKE, HQC

Multi-keypair security
* Not part of standard IND-CCA definition
* Small Seed (256-bits)

* Applies to lots of schemes (we've basically said we don’t care as long as the seed isn’t less than 256 bits)
* Not clear if this is also an issue for multi-ciphertext security, but it doesn’t matter much

Misuse
* Kirk Fleming brought up a misuse scenario applying also to several other schemes
* Kirk Fleming also brought up a misleading (at best) implementation note in the CM spec



Getting Accurate Numbers

* One widely cited source had surprisingly low concrete security estimates
for the MMT algorithm (Baldi et al:
https://www.researchgate.net/publication/336203573 A Finite Regime

Analysis of Information Set Decoding Algorithms)

* If accurate, this would be a problem not just for CM, but BIKE and HQC
* We made some noise on the forum and crypto stack exchange concerning this

» Seemingly in response to our pleas, a new analysis paper came out:
(Esser, Bellini https://eprint.iacr.org/2021/1243.pdf)
* This paper finds a flaw in Baldi et al’s estimate for MMT
* | will assume Esser, Bellini gives accurate numbers



https://www.researchgate.net/publication/336203573_A_Finite_Regime_Analysis_of_Information_Set_Decoding_Algorithms
https://eprint.iacr.org/2021/1243.pdf

ISD complexity estimates (Esser, Bellini)

* Magic numbers, Category 1: 143, Category 3: 207, Category 5: 272

PrANGE
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Table 2: Bit itv estimates fo e s ed parameter sets of the Classic McEliece

scheme.




ISD Quantum Security Estimate
(Esser Bellini)

* Good news: Even if "Cat 3" parameters are below target, they're
still likely to meet category 2.




Decoding One Out of Many (DOOM)

* An attacker can decaps 1 out of N ciphertexts using ISD for about
%times the cost of attacking 1 ciphertext out of 1

* ISD works by finding a low weight codeword in some code

* 1 out of 1 attack: Code is generated by
e kwords (0,x), st. Lx = 0,
* 1word (1,s)s.t.Ls = Le.

* 1 out of N attack: Code is generated by
* kwords (0...0,x), st. Lx = 0,
* Nwords (0..010...0,s;) s.t. Ls; = Le;.

* Increasing N makes guessing enough bits of each target about VN times as hard, but
there are N times as many targets.



Possible Misuse Scenario
Same Error vector/ Different Keypair

e The attack:
» Attacker has Lqie, Lye
* Attacker can use ISD on a much smaller rank code by taking the intersection of the codes
generated by:
* First code:
* kwords (0,y),st. L;y = 0,
 1word(1,sq)s.t.Lyis; = Le.
* Second code:
* kwords (0,y),st. L,y =0,
* 1word(1,s,)s.t. Lys, = Lye.
* New code has rank no more than 2k —n + 2

t t
» Attack complexity drops approximately from (nnTk) to (Z(nn_k))

* E.g.Category 1 parameters lose about 64 bits of security.
* Countermeasure: Hash randomness with public key to generate error vector

* Good enough?: Just use fresh randomness for each ciphertext (should anyway)



Bad Implementation Note

Assume s is replaced by a
constant ey at step 4
Consider a ciphertext
consisting of a mauled €,
and C; = H(2,¢ep)

Seems like if C is t bits
from a codeword, step 6 will
fail resulting in an
unpredictable K

But if C is not t bits from a
codeword, step 4 will fail
and step 6 will succeed,
resultingin K = H(0, ey, C)
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Bad Implementation Note History

* Kirk Fleming brought this up on the forum
* Some other people agreed with him
* DJB said everyone was willfully misinterpreting the note

* | think the interpretation which results in an insecure
implementation is the obvious interpretation

* We don’t have to (and shouldn’t) include the note if we publish a
Classic McEliece standard

* Are we worried that implementers may implement from the CM
submission rather than our standard, though?



Summary

* There's been a lot of discussion on the forum about the concrete
security of CM

* Most of the issues are not dealbreakers. If we standardize CM:
* We should downgrade the claimed category 3 parameters to category 2
* We should remove the implementation note
* We may consider minor tweaks for better misuse resistance

* There is some security loss in the multi-target setting, but probably not
enough to be worth doing anything about



